Introduction to Shibboleth and the Iamsect
Project
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:%. \What is Shibboleth? 2

o Authentication management
o Authorisation management

e (Open Source) Software
 Adecentralised, key-based trust model
« \Web-based
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*”ﬁ" Overview

 Users and Services, now

o Users and Services, with Shibboleth
o |DProviders

o The IAMSECT Project

« Denonstration #1 - Shibboleth & BB
e Demonstration #2 — BIOSIS (live)
o Questions

Iamsect
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fﬁ' Users and Senvices - now

& -

Users Services
. Many usermame & » Managing user lists
password pairs o ‘remote users
» Tools to manage them o Keeping up-to-date

« Means of Coping

«Confidentiality
«Security
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ﬁ User and Senvices - Shibboleth 5

Users Services
o One Home institution e No user lists
e One username and o [ederations
password
How/?
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L Identity Providers

& -
 Assert someone’s identity

e YOU Want your users to access remote services
 Only worry about your own users
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L Federations

« Groups of Identity & Service Providers

 Aset of agreed policies
« Mutual trust (via symmetric keys)
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& iamsect

& -

o Inter-institutional Authorisation Management to
Support el earning with reference to Clinical
Teaching
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L iamsect

o JISC funded

o Callaboration between Durham, Northunmbria,
Newcastle

« Shibboleth isn't tnvial

« Technical Issues

« Managerial issues
 Confidentiality - Clinical Teaching
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L Demonstration #1 (theoretical)
o At present, theoretical

 Durham Blackioard (Service Provider)
« Newcastle login (Identity Provider)
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Iamsect

Demonstration #1

11

http://iamsect.ncl.ac.uk/



Iamsect

http://iamsect.ncl.ac.uk/



:'r 13

http://duo.dur.ac.uk/
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f% User redirected to ‘WAYF
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=-‘~" ‘o https:.//wayf.sdss.ac.uk/shibboleth~wayf/...

Select an identity provider
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https:/veblogin.ncl.ac.uk/cgi-binvindex.cgl

ot 7O

Heifin Cohntact Snkrch

Information Systems & Services

The resource you requested reguires you to logmn.

User ID |

Password l
Login l

WARNING: To protect your privacy and prevent unauthorized use, completely
close your Web browser when you are finished. This is the easiest way to ensure
you are logged out of all web applications.

Copyright © 2004 University of Newcastle upon Tyne

la.th http://iamsect.ncl.ac.uk/




:%.. |.P. authenticates User

Active Directory
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Iamsect
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User redirected back to Senvice

Active Directory
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& https://shib.ndl.ac. uk/shibboletVHS?... )

Shibboleth Handle Request Processed

You are automatically being redirected to the requested site. if the browser appears to be hung up after
16-20 seconds, try reloading the page before contacting the technical support staff in charge of the desired
resgurce or sernvice you are trying to access

Redirecting to requested site...

MMt http://iamsect.ncl.ac.uk/
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L Demonstration #2 (live)

« EDINA BIOSIS e-journal Senvice
o SDSS federation WAYF
« Newcastle Identity Provider
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Questions
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